European Cybersecurity Journal

ANALYSIS

Designing Digital Safety
into the Smart City

ROBERT MUGGAH

PRINCIPAL, SECDEV GROUP;
CO-FOUNDER, IGARAPE INSTITUTE




All cities face digital opportunities and threats.
From the wealthiest to the poorest, urban infra-
structure, networks, and citizens are vulnerable to
foreign and domestic cyber infiltration. Cities are
increasingly at risk (Muggah & Goodman, 2019) as
digital services expand and more and more devices
are connected to the cloud. City residents are also
vulnerable to smart city technologies that can be
and are being used to conduct mass surveillance
and curb their rights both online and off. If lacking
adequate oversight and accountability, the hard-
ware and software of digital cities can unfairly dis-
criminate against minorities.

This article explores two basic questions: (1) What
are the cyberthreats facing cities and their res-
idents; and (2) How can cities and city networks
work to improve their digital safety? These may
be among the most significant - if under-appreci-
ated - questions facing cities in the 21st century.
Part of the reason is that most of the world's pop-
ulation is living in cities. The explosive expansion
of smart technologies in mature and emerging cit-
ies will redefine virtually every aspect of political,
economic, and social life. Yet most city leaders and
urban residents are only dimly aware of how big
the risks are, much less how to deal with them.

The explosive expansion of smart
technologies in mature and emerging cities
will redefine virtually every aspect of
political, economic, and social life. Yet most
city leaders and urban residents are only
dimly aware of how big the risks are, much
less how to deal with them.

The world is currently experiencing two huge
mega-trends that are dramatically reconfiguring
the future of digital safety in cities and outside
of them. The first is the exponential accelera-
tion of technology development and deployment
around the world. The global smart city mar-
ket is expected to grow to over $717 billion by
2023 (Markets and Markets, 2019). The second
mega-trend is hyper-urbanisation and the grow-
ing concentration of power in cities. More than
three million people are moving to cities every
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week, and by 2050 they will be home to over two
thirds of the world’s population. These trends are
baked in. In the process, cities and city networks
are beginning to rival nation states in power and
influence (Muggah, 2020).

Technology transformation is occurring so fast -
and across so many domains - that it is difficult
for international, national, and municipal leaders
and institutions to keep up. Indeed, cities around
the world are experiencing (or are about to experi-
ence) quantitative shifts in loT, 5G, Al, AR deploy-
ment that will transform how metropolitan areas
are governed, deliver services, manage commer-
cial exchange, and ensure the safety and security
of citizens. Cities are the laboratories, with coali-
tions of private sector and academic-based institu-
tions driving the process. Along the way, large con-
sultancy firms are overstating many of the upsides
of new technologies and downplaying the latent
and future risks.

More than three million people are
moving to cities every week, and by 2050
they will be home to over two thirds

of the world’s population.

Meanwhile, turbo-urbanisation has accelerated
over the last 50 years. In the 1950s there were just
3 megacities with populations over 10 million peo-
ple: today there are almost 40. Mega-regions and
large metropolitan areas are growth poles in the
real and digital economies. Another 2.5 billion peo-
ple are going to move to cities in the next three
decades, albeit most of them in middle- and low-in-
come settings. According to the UN, this is the larg-
est and fastest demographic shift in history. Most
of this growth (90%) will occur in Africa and Asia
where cities will need to be redesigned, upgraded,
or built from scratch. We're seeing an explosion of
“smart cities” and “techno hubs”: shiny, and often
empty, cities in the sands.

These two trends - exponential urban technol-
ogy expansion and massive urbanisation - are
converging. A growing numbers of cities - espe-
cially but not exclusively in middle- and upper-in-
come countries - are harnessing new technologies
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(remote sensor systems, big data analytics, facial and
biometric surveillance) with mixed effects. In some
cases, they are developing what | call “agile security”
solutions (Muggah, 2018). To be sure, all cities are on
the way to becoming digital cities albeit at different
temporal and spatial scales. The rules and regulations
to manage these processes are evolving haphaz-
ardly, even as data protection groups are weighing in.
Some cities like San Francisco and Oakland are ban-
ning certain technologies (O'Brien, 2019) like facial
recognition (many more are using them - D’Onfro,
2019), while others such as those in China are dou-
bling down on mass surveillance (Keegan, 2019).

So what are the big risks that cities are facing in the
short-term? There are at least three big clusters: (1)
cyberattacks, (2) mass surveillance, and (3) algorith-
mic bias and discrimination. I'll very briefly focus on
these before turning to possible solutions.

The first major threat to making cities “digi-
tally safe” is attack from external and domestic
sources. We are already seeing a major escalation
of cyberattacks - ransomware, phishing, DDOS
attacks, kill-disk malware - targeting municipali-
ties around the world (Muggah & Goodman, 2019).
Most of the tools are off-the-shelf and sourced
from the Deep Web. Think of them as the 21t-cen-
tury automatic weapon - cheap, easy to use, and
running 24/7. The increases in attacks globally are
alarming. About 70% of all reported ransomware
attacks in the U.S. in 2018 (Freed, 2019) targeted
critical infrastructure - hospitals, schools, police,
emergency hotlines, and businesses in counties
and cities. At least 70 state and local governments
were attacked involving over 620 digital extortion
incidents in 2019 (Fernandez, Sanger, & Martinez,
2019 and Ng, 2019). The truth is no one knows
how big these challenges really are - cities and
insurance companies are reluctant to disclose
details. Most cities cannot even tell if their IT sys-
tems are subject to breaches.
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About 70% of all reported ransomware
attacks in the U.S. in 2018 targeted
critical infrastructure - hospitals,
schools, police, emergency hotlines,
and businesses in counties and cities.
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An epidemic of cyber threats facing cities are global.
London was hit by almost 1 million attacks a monthin
2019 according to Centrify’s Freedom of Information
request (Narendra, 2019). Ransomware jammed
municipal trams in Dublin (Ms. Smith, 2019) and
railway ticketing in Stockholm (Johnson, 2017) in
recent years. City power plants were also targeted
from Hyderabad (Pradhan, 2019) to Johannesburg
(BBC, 2019) over the past year. Kiev has become
a testing site or even a battleground for all man-
ner of cyber malfeasance, drawing state intelligence
units, state-sponsored advanced action groups,
and various types of white and black hat hackers
(Greenberg, 2017). The costs of these digital incur-
sions are soaring. It is not just the costs of extortion,
but the knock-on effects of repairing systems, lost
productivity, and rising insurance premiums that are
over-burdening local governments. Cities are being
targeted because they are soft targets - awareness
is low, systems are outdated, and skills are limited.

The truth is that cities globally are poised at the very
beginning of a dangerous cyberattack escalation.
The coming digital economy and expanding auto-
mation of the public and private sectors are a night-
mare for cities. Metropolises will soon be managing
hundreds of billions of hackable, unpatchable, and
unupgradable devices connected to subnational,
national, and international grids. So far, most cyber-
attacks have targeted urban legacy infrastructure,
including systems that are either forgotten or poorly
managed by IT departments. It is useful to recall
that despite the hype, most cities are still generally
“dumb”. The real concern is what happens when the
attack surface increases dramatically and oil pro-
duction, electricity grids, transportation systems,
water supplies, and all manner of basic services that
citizens depend on are exposed?

The second big obstacle to digital safety is mass
surveillance. The rising capacity for surveillance
is an intrinsic property of “smart cities” - data collec-
tion technologies and systems are used for everything
from traffic lights and parking to energy use, water
management, and policing. Indeed, there has been
a sharp rise in the deployment of connected cam-
eras, facial recognition, biometric and scanning
systems at the borders of - and across - cities.
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But when such technologies are persistent, unac-
countable, exploited, and unidirectional, they raise
legitimate questions about citizen safety and civil
liberties both online and off. Some analysts fear
that smart cities themselves are a crucible of “pan-
opticon” society where surveillance is mediated
by selective biases of its operators.

Metropolises will soon be managing
hundreds of billions of hackable,
unpatchable, and unupgradable devices
connected to subnational, national, and
international grids.

Predictably, there are of course some parts of the
world where mass surveillance in cities is more
intensive than in others. For example, authoritar-
ian and autocratic systems tend to be early adop-
ters of surveillance technologies. Roughly 8 out
of the 10 most heavily monitored cities in the
world (Zhang, 2019) are in China (the others are
Atlanta and London). The city of Chongging has
2.6 million cameras - one for every six residents -
beating out even Beijing, Shanghai, and Shenzhen.
There we see a combination of “sharp eyes” mon-
itoring (Al-enabled facial, gait, and biometric sur-
veillance; Denyer, 2018) and the infamous “social
credit score” (Marr, 2019). Whether made in China,
Israel, or the US, similar technologies are being
exported around the world.

While government surveillance in democratic
and non-democratic societies is typically cast as
a desire to “protect citizens”, this is not always wel-
comed by local residents. Indeed, there are obvi-
ous ways that intrusive technologies can reduce
people’s sense of autonomy or privacy and under-
mine their digital safety. For one, even when sur-
veillance is anonymised, it can reveal “personally
identifiable information” that may be protected by
privacy laws. The overly broad application of cer-
tain technologies (like biometric surveillance) with-
out a “pressing social need” may even violate the
International and Political
Rights. These concerns are voiced more promi-
nently in Western European and North American
constituencies than elsewhere.

Covenant on Civil

A third and related challenge involves biases and dis-
crimination in urban digital hardware, software, and
their application. As machine learning tools and data-
driven software play an increasingly important role in
how city governments make decisions, the concerns
with how these algorithms are designed and used
keep rising. There are real and justified concerns
that using data stained with prejudiced policing, judi-
cial practices, or (potentially unconscious) biases of
developers will discriminate against minorities and
others (Aguirre, Badran, & Muggah, 2019, p. 8-9).
Some technology companies recognise the risks that
such tools generate (not least to their bottom line),
but as noted above, these tend to be downplayed.

While government surveillance in
democratic and non-democratic societies
is typically cast as a desire to “protect
citizens”, this is not always welcomed

by local residents. Indeed, there are
obvious ways that intrusive technologies
can reduce people’s sense of autonomy or
privacy and undermine their digital safety.

While the digital challenges facing cities are real,
there are also unexpected opportunities. Indeed,
the dizzying spread and lowering costs of new tech-
nologies mean that fast-growing cities in Africa
and Asia may have the second-mover advantage
(Aggarwala, Hill, & Muggah, 2018). If urban leaders,
planners, and developers take the right decisions
early as cities are being designed and developed,
they can potentially avoid making the mistakes
of their counterparts in other parts of the world.
These cities can be designed with digital safety and
security in mind from the beginning, not mid-way
through or at the end of the process. They will also
have tremendous opportunities to leap-frog legacy
systems and adopt more efficient options.

If urban leaders, planners, and developers
take the right decisions early as cities

are being designed and developed, they
can potentially avoid making the mistakes
of their counterparts in other parts

of the world.
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First, cities need to adopt a digital safety mindset.
A smart city is a digitally secure city. This means
having plans, protocols, and personnel in place
before, during, and after attacks occur. It means
having the right intelligence-led systems in place
to detect, mitigate, and contain threats before they
spread and having cyber risk insurance in place for
when cities are hit, as they surely will be. It means
reducing attack surfaces in the city and segment-
ing networks so that a single point of entry doesn’t
end up bringing down the entire system. It also
requires ensuring city intelligence is informed by
the wants and needs of citizens, and not just ICTs.

Second, city executives need to assume a leader-
ship role in digital safety and security. Just like we
have mayors coming out in defence of climate and
migration, we need our top officials championing
digital safety. This is important. Most technology
experts say that city mayors and managers don’t
take cyber security seriously enough. Our mayors,
city managers, ClOs, CTOs, and utility executives
need to work with partners across society to adopt
a whole-of-city approach aligned with the smart
city strategy. Building a “joint venture” approach
can reduce the likelihood of adversarial relation-
ships between governments and city residents.

Third, cities need to recruit the right personnel
to adapt to fast-changing challenges. This means
attracting the right talent - including engineers,
coders, and hackers. Cities can also outsource
some of their needs - some are even issuing RFPs
to hire ethical hackers to test city networks and
assets. This isn’t easy for cities with shrinking
budgets and ballooning deficits. But recruitment,
together with regular training for all city staff
and associated service providers is key. It's often
the most basic human errors that cause the big-
gest problems. Sometimes it's just the simplest of
patches - software upgrades, up-to-date firewalls,
frequent backups, and multi-factor authentication
- that make all the difference.

Fourth, cities should more actively incubate dig-
ital safety solutions. Of course the legal frame-
works at the international, national, and state levels
matter - but cities have more discretion than they
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often realise. Cities can crowd-source and help
nurture solutions from the global to the municipal
scale. For example, they can create open data por-
tals - as many have done - to allow researchers
and residents to build apps to improve safety. They
can accelerate innovation through incentive com-
petitions or bug bounties. This is a win-win for cit-
ies, since by building local innovation ecosystems
they also reduce reliance on outside vendors.

Fifth, cities should increase citizen involvement
in decision-making and design processes involv-
ing digital safety. This is critical, since citizens are
increasingly rejecting technologies that are seen
as intrusive and opaque. One way to build aware-
ness is through what researchers call the “triple
helix” - the combined efforts of government, busi-
ness, and universities working together. Activities
such as smart citizen labs and ICT tasters can help
spread understanding and optimise residential
uptake of new innovations.

Sixth, cities may wish to set out guidance or stand-
ards for algorithmic transparency in decision-mak-
ing platforms used by the government and related
service providers. While the legal case will vary
from jurisdiction to jurisdiction, cities could explore
ways to improve the explainability, responsibility,
accuracy, auditability, fairness, and privacy of their
key technologies impinging on safety and secu-
rity (especially as it relates to, say, issues of crime
control, criminal justice and probation, provision of
public and financial services).

Finally, cities need to initiate a conversation about
the necessary national and global rules and stand-
ards to improve digital safety. They cannot wait
for nation states or international organisations
to take the lead, nor can they rely on business to
save them. To do this, urban centres and citizens
need to be digitally literate and practice good digi-
tal hygiene. Some cities and states are also experi-
menting with legislation to require all tech devices
to have reasonable security features that prevent
unauthorised access, modification, and informa-
tion disclosure. Such norms are more effective if
city residents are part of the process of developing
such laws to begin with.
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Ensuring cities are digitally safe and secure is
a comprehensive and complex agenda. But the
truth is that the seven priorities identified above
are the minimum that must be done. City govern-
ments, public utilities, service providing agencies,
commercial entities, and digital rights groups will

and start thinking about more agile norm setting.
They will need to be pressing governments and
intergovernmental bodies to take bolder action.
After all, cities are bearing the brunt of digital inse-
curity. And the situation is about to get a whole lot
worse before (if) it gets better. H

need to learn from one another, share experiences,
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